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NHOOPMAILIMOHHA A ITAMATKA
JJ OBYYHAIOINUXCA AJI PASMEIIEHN A
HA OOULIMAJIBHBIX UHTEPHET-PECYPCAX

C KaXXIbIM T'OAOM MOJIOACKH B HHTCPHCTC CTAHOBHUTLCA 60JIBIJ.I€, a IKOJIbBHUKHK OJHHU
N3 CaMbIX AKTHUBHBIX IMOJIb30BaTelIeH PYHeTa. MC}KI[y TCM, IIOMHMO OT'POMHOTO
KOJIMYCCTBA BO3M0)KHOCT€I>'I, HHTCPHET HCCCT U HpO6JIeMBI. JTa naMmsaTKa J0JIDKHa IIOMOYb Tebe
0e301acHo HaXOAUTHCA B CCTH.

KomnbrotepHbie BUPYCHI

KomnbrotepHslit BUPYC - 3TO Pa3sHOBUIAHOCTb  KOMIIBIOTEPHBIX IporpammM,
OTJIMYUTENFHOH OCOOCHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K pa3MHOXEHHI0. B
JIONIOJIHEHUE K 3TOMY, BUPYChl MOT'YT MOBPEIUTh WM IOJHOCTBIO YHHYTOXXUTh Bce (ailiabl U
JJAHHBIE, IOAKOHTPOJIBHBIE I10JIB30BATENI0, OT UMEHHU KOTOPOro Oblia 3aIlylleHa 3apakeHHas
nporpaMma, a TakXkKe MOBPEAUTh WIN JaXe YHUUYTOXXUTh ONEPALIOHHYI0 CHCTEMY CO BCEMH
(aitnamu B 1eiaoM. B OONBIIMHCTBE CIy4aeB PacHpOCTPAHSIOTCS BUPYCHI UEPE3 UHTEPHET.

MeTobI 32U TH OT BPEAOHOCHBIX MPOTPaMM:
1. Ucnonb3yit coBpeMeHHbIE ONEPallMOHHBIE CUCTEMbI, UMEIOIINE CEPbEe3HBI YPOBEHD 3aAIUThHI
OT BPEIOHOCHBIX IPOTPaMM;

2.  TlocrosiHHO ycTaHaBIUBal nautd  (uuQpoBbie 3aljaaTKd,  KOTOpbIe
ABTOMATHUYECKH  YCTAHABJIHMBAIOTCA C LEeNBI0  J0padOTKM TpOrpaMMbl) W JIpyrHUe
OOHOBJIEHHSI CBOEH omepaloHHO cucteMbl. CkaunMBail MX TOJNBKO C O(UIMaIbLHOTO caiTa
paspadotunka OC. Eciu cyiiecTByeT pekuM aBTOMATHUECKOTO0 OOHOBJICHHS, BKIIIOUHU €T0;

3. Paboraii Ha cBOeM KOMIBbIOTEpE IOJI MpaBaMH MOJIb30BATEsl, a HE aJIMUHHCTPATOpA.
DTO He MO3BOJUT  OOJBIIMHCTBY  BPEAOHOCHBIX  IMPOTpaMM  HWHCTAUTUPOBAThCS  HA
TBOEM IE€PCOHAILHOM KOMITBIOTEPE;

4. HWcnonb3yit AHTUBHUPYCHBIE MIPOTPaMMHBIE TIPOTYKTHI U3BECTHBIX
NpOM3BOUTENEH, C aBTOMaTH4YEeCKUM OOHOBJIEHHEM 0a3;

5. Orpanndp pU3HYECKHUI JOCTYI K KOMITBIOTEPY IS TOCTOPOHHUX JIHIL;

6. Hcnonp3yil BHeIIHME HOCUTENM HWHGPOpPMAlMU, Takue Kak Quienka, IUCK WIH
¢aiitn u3 WHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He otkpbiBail kommbroTepHblE (hailibl, MOTYYEHHBIE M3 HEHAJEXKHbIX HMCTOYHHUKOB.
Jaxe Te (aiinpl, KOTOpbIE MpHUCIal TBOW 3HAKOMBIN. Jlydllle yTOUHU y HEro, OTHPAaBIIsI JIM OH
Tebe ux.

Ceru WI-FI

Wi-Fi - 510 He B niepeaayn JaHHBIX, HE TEXHOJIOTHsI, & BCEro JHIIb OpeH, Mapka. Emre B
1991 rony Hunepnanjackas kommnaHus 3apeructpuponana Oopena "WECA", yro o6o3Havano
cioBocouetanue "Wireless Fidelity", koTopslii mepeBoauTcsi Kak "OecrmpoBOJHas TOYHOCThH'.
Jlo Hamiero BpeMeHH JomuIa Ipyras abOpeBHaTypa, KOTopas sSBISETCS TAKOH YK€ TEXHOJIOTHEH.
Orto abbpeuatypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha CTaHAApT BBICHICH
3BykoBo#i TexHukr Hi-Fi, 4To B mepeBoie 03HavaeT "BhICOKAs TOUHOCTB'.

Ha, OecrutaTHeld ~ HMHTEpHET-AOCTYN B Kade, OTensX U a’pornoprax  SBISETCS
OTJIMYHOW  BO3MOXKHOCTBIO BBIXO/Ia B HMHTEpHET. HO MHOTHE SKCIepThl CUYUTAIOT, YTO
obmienoctynusie Wi-Fi cetu He SBISITOTCS 6€30MaCHBIMU.

CoBeTsl 110 0€30MacHOCTH paboThI B 001Ie0CTYMHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro nMuuHyl0 HHpopMaIuio yepe3 odmenocrynasie Wi-Fi cetu. Paboras

B HUX, JXEJIaTeIIbHO HE BBOAMTH MAPOIH JIOCTYIIA, IOTHHBI M KAKHE-TO HOMEPa;



2. Ucnonw3yii u OOHOBJISM  aHTUBHUPYCHBIE TporpaMMmbl U Opanamayep. Tem
caMbIM Thl obOe3omacuilb ce0sl OT 3aKauKH BHUpPyca Ha TBOE YCTPOMCTBO;

3. Ilpu wucnonnp3oBanuun Wi-Fi otkmoun ¢yskmuio "OOmmii noctyn k daitnam u
npuntepam". JlaHHas (QYHKIMS 3aKpbITa MO YMOJYAaHUIO, OJHAKO HEKOTOpPbIE MOJI30BaTENN
AaKTUBUPYIOT €€ s yA00CTBa MCIOJIb30BaHUs B paboTe win y4eoe;

4. He wucnonp3yit myOonmuunbii WI-FI nmius mepegaum JTWUYHBIX JaHHBIX, HalpUMeEp s
BbIXO/Ia B COLIMAJIbHBIC CETU WM B 3JIEKTPOHHYIO I10UTY;

5. Vcnonw3y# Tobpko 3amuiieHnoe coeaqunenue uyepe3 HTTPS, a ue HTTP, 1.e. mpu nabope
BeO- angpeca BBoaM uMeHHO "https://";

6. B wmoOuwmpHOM Tenmedone orkmoud  GyHkmmoo  "Tlogkmrouenne  k  Wi-Fi
aBTomaruuecku". He momyckaii aBTOMaTH4YeCKOro MOJAKIOYEHHs ycTpoiicTBa K ceTsiM Wi-Fi
0e3 TBOETo corjacusi.

ConuanbHble CETH

ConmanbHble CETH AaKTUBHO BXOISAT B HAally JKW3Hb, MHOTHE JIIOAM paloTaloT W
XKHUBYT TaM IOCTOSIHHO, a B Facebook yike 3apeructpupoBan MujiMap 4esioBeK, YTo sSBISETCS
OJIHOM CEeIbMOW BCEX JKHUTENEeHd IUIaHeThl. MHOrMe moJIb30BaTeNM HE IIOHUMAIT, 4YTO
uHpopManus, pa3MelleHHas MMM B  COLMAJbHBIX CETSIX, MOXET ObITh HailneHa u
UCTIOJIB30BaHa KEM YTOJIHO, B TOM YHKCIIE HEe 0053aTeNbHO ¢ OJIarMMU HAMEPEHHUSIMHU.

OCHOBHBIE COBETHI 110 OE30MACHOCTH B COLIUANIBHBIX CETAX:

1. Orpannub crnucok npy3eid. Y TeOs B Ipy3bsiX HE JIODKHO OBITh CIy4ailHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amumumai CcBOK 4YacTHYIO kHu3Hb. He ykaspiBail maposu, TenedoHsl, agpeca, Aary

TBOCTO POXKIACHUA u JApyryro JHUYHYIO I/IH(i)OpMaLII/IIO. 3J'IOYMLIIJ_UICHHI/IKI/I MOTYT
HCIIOJB30BaTh JaXe HHq)OpMaHHIO O TOM, KaK Tbl U TBOU POJAUTCIIN IUIAHUPYCTEC IMPOBECTU
KaHUKYIJIbI;

3. 3ammmai CBOIO penyTaIuio - JIePKH €€ B YUCTOTE U 3a/aBail cebe BOMPOC: XOTeI ObI ThI,
4yTOOBI JApYyrHe MOJb30BATENM BHJENH, YTO Thl 3arpyxkaems? [loxymail, mpexae uem 4YTO-
TO OITyOJMKOBATh, HAMTMUCATD U 3aTPY3UTh;

4. Ecnu TBl TOBOpMIIbL C JIFOABMH, KOTOPBIX HE 3HAEllb, HE HCHOJIb3yH CBOE pealbHOE
UM U JIPYTYIO JIMYHYIO HH(POPMAITUH: UM, MECTO KHUTEIhCTBA, MECTO y4eObl U Ipovee;

5. MW3berait  pa3memenuss ¢ororpaduii B HMHTepHeTe, rae Tbl H300paXkeH Ha
MECTHOCTH, IO KOTOPOH MOKHO ONPEICITUTHh TBOE MECTOTIOIOKEHNE;

6. Ilpu perucrpauuu B COLMATBHOM  CETH HEOOXOTUMO  MCIOIB30BaTh  CIOXKHBIC
MapoJid, COCTOSIIUE U3 OYKB U IU(]p U ¢ KOMMYECTBOM 3HAKOB HE MEHee §;

7. Jns coumanbHOM ceTH, MOYTHI U APYrHMX CAWTOB HEOOXOAMMO HCIOJIBb30BaTh pPa3HbIE
naposu. Toraa ecnu Te0s B3JIOMAIOT, TO 3J0YMBIIUICHHUKU TTOJYYaT JOCTYI TOJIBKO K OJHOMY
MecTy, a He BO BCE Cpazy.

DNEKTPOHHBIE ICHBI U

OJNEeKTpOHHBbIE JEHbIM - 3TO OYEHb YJOOHBIH CIOCOO MiaTexei, OJHAKO CYHIECTBYIOT
MOIIICHHUKH, KOTOPBIE XOTST MOJIYYUTh ITH JICHBTH.

OJEeKTpPOHHbIE  JI€HbI'M TMOSBWINCh COBCEM HEIABHO W HMMEHHO U3-3a 3TOr0 BO
MHOTHX TOCY/IapCTBaX JI0 CUX MOP HE MPOIHCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHUPYIOT W O HHUX YK€ HpPOMHCAHO B 3aKOHE, I/l HX
pa3lensfoT  Ha  HECKOJNBKO BHJOB - aHOHMMHBIE M HE aHOHMMHBIC. PazHuIa B TOM, 4TO
AQHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peuiaercs MIPOBOJIUTH orepanuu oe3
UICHTU(DUKAITAN TI0JTb30BATEII, a B HEAHOHWMHBIX WICHTH()HUKAINS MTOJIH30BATEIS
ABJISIETCS 0053aTENbHOM.

Taxxe cremyeT pasiauyaTh SJIEKTPOHHbIE (UAaTHBIE IEHBIU (paBHBI TOCYAAPCTBEHHBIM
BAIIOTaM) U DJICKTPOHHbIE He(UATHbIE JIEHBI'H (HE paBHBI TOCYAAPCTBEHHBIM BAIIOTaM).

OcHOBHBIE COBETHI 110 0€30MacHOM paboTe C INEKTPOHHBIMU JEHbIaMU:



1. IIpuBsoku K cueTy MOOWIBHBINA TenegoH. DTO camblil yIOOHBIH M OBICTPBIH CIOCOO
BOCCTAHOBUTh JOCTYHn K cdyery. llpuBsizaHHBId TenedOoH TOMOXKET, €clu 3a0ynaenrb CBOH
IJIATEKHBIA MAPOJIb WM 3ai/IeIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonw3yit ogHopa3oBbie mapoiu. [lociie mepexosia Ha YCHIIEHHYIO aBTOpHU3AlLMIO Tede
y’Ke He Oy/eT yrpokaTh OAaCHOCTb KPayku MJIH IepexBaTa IIaTeKHOTO MMapois;

3. BpiObepu cnoxHbiii maposb. IlpecTynmHukam OyaeT HE NTPOCTO yraaarh CIOXKHBIN
naposib. HazjexHble maposiu - 3T0 apoiu, KOTOpbIE COIepKaT HE MEHEE 8 3HAKOB M BKJIIOUYAIOT
B ce0sl CTpOUHBIE W TPOMUCHBIE OYKBBI, LU(PHI U HECKOIBKO CHMBOJIOB, TaKue Kak
3HaK JoJuiapa, (yHTa, BOCKJIMIIATENIbHBIN 3HAK U T.1. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JJAHHBIC HA CaliTaX, KOTOPHIM HE JJOBEPsEIIb.

DJIeKTpOHHAd 1oYTa

OJNIeKTpOHHAs T[OYTa - O3TO TEXHOJOTUsS W MPEJOCTaBIseMble €0 YCIyTd IO
NEepeChUIKe U TMOJYYCHHUIO JJIGKTPOHHBIX COOOIIEHUHM, KOTOpbIE pAaCIpenessioTcs B
KOMITbIOTEPHOM ceTh. OOBIYHO HSJIEKTPOHHBIA TMOYTOBBIM SIIHUK BBITJSIUT CIEIYIOLUIUM
0o0pa3oM: UM _MOJIb30BATEISI(@UMS_JIOMEHA.

Taxoxe KpoMe nepeiaun MPoCTOro TEKCTa, UMEETCSI BO3MOXKHOCTD MepeaBaTh (Haitsibl.
OcHoBHbIE COBETHI 110 0e301acHOi paboTe ¢ INMEKTPOHHON OYTOIM:

1. Hago BbIOpaTh mpaBWIbHBI  IOYTOBBIM cepBUC. B uHTEpHETE €CTh OrPOMHBIN
BbIOOp O€ecCIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIY4IE JOBEPSTh TE€M, KOTO 3HACUIb M KTO
IIEPBBII B PEUTHUHTE;

2. He yka3piBaii B NUYHOM TOYTE JUYHYIO HHGPOPMAIHIO. Hanpumep, myuuie
BBIOpaTh "My3bIKanbHBIA (aHaT@" uian "pok2013" Bmecto "Temal3";

3. Hcnonp3yil JABYXdTalHYI0 aBTOPU3ALMIO. JTO KOIZAa IOMHMO MAapojii HYXHO
BBOJIUTH KO/, MpUCHLIaeMbIi 1o SMS;

4. Boibepu cinoxHbIA maposib. IS KakIOro MOYTOBOTO SIIMKA JOJDKEH OBITh CBOM
HAJCKHbIM, YCTOMYUBBIN K B3JIOMY apOJib;

5. Eciu ecTp BO3MOXHOCTb HamucaTb CaMOMY CBOW JIMYHBIA BOIPOC, HMCHOJIB3YH 3Ty
BO3MOHOCTb;

6. Hcnonb3yil HECKOJBKO IMOYTOBBIX SIIMKOB. IlepBblii AJie 4YacTHOM NEpenucKu ¢
azpecataMy, KOTOPBIM ThI JOBEpsIClIb. JTO JJICKTPOHHBIA aJpec HE Haa0 HCIOJIb30BaTh
IpU perucTpanud Ha (opymax u cairax;

7. He oTkpbiBaii (pailsibl 1 Ipyrue BIOKEHUS B MUCbMaxX, JaKe €CIM OHU MPHUIIUIA OT TBOUX
npy3ei. Jlydiie yTouHu y HUX, OTHPABIISUIH JTU OHU Tebe AT (aiiisr;

8. Tlocne oxoHuyaHusi pabOTHl HA TIOYTOBOM CEPBUCE TMEpeN 3aKPBITHEM BKJIAAKUA C
caiitoMm He 3a0ynapb HaxaTh Ha "BeiiTu".

KubepOynauHr uiv BUPTyalbHOE U3/1€BATEIbCTBO

KubepOymnuHr - mpecienoBaHHe€  COOOIICHUSIMH,  COJEPKAIIUMHU OCKOpOJIeHU,
arpeccuio, 3alyruBaHue; XYJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHUE C MOMOILBIO PA3TUUYHBIX
MHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 OOpHOE ¢ KUOEPOYIITUHTOM:

1. He Gpocaiicst B 60ii. JIyumuii crmoco0: mocoBeTOBaTHCS KakK ce0s1 BECTH H, €CITU HET TOTO0, K
KOMY MOXXHO O0OpaTUThCS, TO BHayajle YCHOKOUThCS. Ecmum Tbl HayHelmlb OTBeYaTh
OCKOpOJIEHHSIMU Ha OCKOpOJIEHUS, TO TOJBKO ellle O0JIbIle Pa30ikKellb KOH(DIUKT;

2. Vrpagisii cBoel KubeppenyTaimei;

3. AHOHMMHOCTH B ceTH MHHMMas. CyIIecTBYIOT CIOCOOBI BBISICHUTb, KTO CTOMT 3a
QHOHMMHBIM aKKayHTOM;

4. He crouT BecTH XynMraHcKui oOpa3 BHUpTyalnbHOM xu3HU. MHTepHeT (ukcupyer
BCE TBOM JACUCTBUS M COXPAHSET UX. Y AATUTh UX OYyAET KpaiiHe 3aTpyIHUTEIbHO;

5. Co0Omtoiaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;



6. Urnopupyit €MHUYHBINA HETaTHUB. OnHopasoBbie OCKOpOUTETHHBIC
coo0IleHusl  Jydllle UTHOpHpoBaTh. OOBIUHO arpeccus MpeKpamaeTcs Ha HaualbHOU cTaaui;

7. bam arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSMH, B
COLIMATIBHBIX CETSX €CTh BO3MOXHOCTh OJOKMPOBKU OTIPABKU COOOLICHWM C OMpeesIeHHbIX
aJ1pecoB;

8. Ecmu TH cBuaerens kuOepOymwmHra. TBow  JIeWCTBHS: BBICTYNHTHh IPOTHB
IIpecieioBaTes, MoKa3aTh €My, YTO €ro JACHCTBHUsS OLEHUBAIOTCS HETaTUBHO, NOIJEPKATh
KEPTBY, KOTOPOHl  HYy)XHa IICHXOJIOTWYECKas IOMOIIb, COOOLIUTH B3pOCIbIM O dakre
arpecCUBHOIO IOBEJCHUS B CETH.

MoOwibHbBIN TenehoH

CoBpemennble cMapToHBl ¥ TIJIAHIIETHI COAEpXKaT B cebe BIOJHE B3POCIBIH
GbyHKIIMOHAN, ¥ Telepb OHHM MOTYT KOHKYPUPOBaTh CO CTAallMOHAPHBIMU KOMIIBIOTEpAMHU.
OpHako, CpeICTB 3alMTHI JIs1 TOJOOHBIX YCTPOUCTB MOKA O4eHb Maslo. TecTupoBaHUE M TIOUCK
YS3BUMOCTEM B HUX MPOMCXOAUT HE TaK HMHTEHCUBHO, Kak s 1K, To xe camoe kacaercs u
MOOMIIBHBIX TPHIIOKEHHA.

CoBpemeHHble MOOUIIBHBIE Opay3epbl YKe MpPaKTHUECKHd JOTHAIM HACTOJIbHBIC aHAllOTH,
OJTHAKO  pacimupeHue (yHKIHMOHAJNA BIEYeT 3a COOOW OOJBIIYIO CIOXHOCTh M MEHBIIYIO
3AIUIIEHHOCTb. Janeko  He Bce MPOU3BOAUTENH BBIITYCKAIOT OOHOBJICHUS,
3aKpbIBAIOLME  KPUTUYECKUE YSA3BUMOCTHU JJII CBOMX YCTPOMCTB.

OcHoBHBIE COBETHI JjIs1 0€30MaCHOCTH MOOMIBHOTO TenedoHa:

Huuero He sBnsercss mo-HacrosmieMy — O€CIUIaTHBIM. Bbynp octopoxkeH, Benb
Korga Tebe mpeanaraioT OecIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IIaTHbIC
YCIYTH; Hymaii, npexzae uem oTnpaBuTh SMS, ¢boro umum Bumgeo. Thl TOYHO 3HACIIb,
riae oHu OyAyT B KOHEUHOM HTOre?

Heo6xoanMo 0OHOBIIATE OMEPAMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonp3yit aHTUBHPYCHBIE IPOTPAMMBI 11 MOOMIIBHBIX Telle()OHOB;

He 3arpyxaili npunoxeHus OT HEU3BECTHOTO  HCTOYHUKA, BEOb OHU MOTYT
coJiepKaTh BPEIOHOCHOE IPOrpaMMHOE 00ecrieueHue;

[Tocne Toro kak Thl BbIiielIb C cailTa, /i€ BBOAWI JIMYHYIO HH(pOpMmanuio, 3aiau B
HacTpolku Opaysepa u ynanu cookies;

[Tepuoanuecku mpoBepsii, Kakue IUIaTHbIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JaBaii cBoil HOMep MOOMIBHOTO TesleOHAa TOJNBKO JIIOAAM, KOTOPBIX Thl 3HAEUIb
U KOMY JIOBEpsIeIllb;

Bluetooth nomkeHn OBITH BBIKIIOYEH, KOrJa Thl UM He moib3yembcs. He 3a0biBait
MHOTJ]a MPOBEPSATH 3TO.

Online urpsr

CoBpeMeHHbIE  OHJAMH-UIPBI - ATO KpacoyHble, 3aXBaTHIBAIOLIUE  Ppa3BIICUECHMUS,
00BETMHSAIONINE COTHHU ThICAY YEJIOBEK MO BceMy MHUpY. rpoku uccleayroT NTaHHBIA UM MUD,
o0LIatoTCsl ApYr C APYroM, BBHINOJHSIOT 33JaHUs, CPaXarTCs C MOHCTpaMH U TMOJIy4aroT
ONMBIT. 3a yIOBOJBCTBUE OHU IUIATAT: MOKYNAOT AMCK, OIUIAYMBAIOT aOOHEMEHT WU
PUOOPETAIOT KaKHE-TO OIIIUH.

Bce st cpenctBa uayr Ha MOAJNEp)KaHUE U Ppa3BUTHE WIPbl, a TaKXKe Ha camy
0€30MacCHOCTh: COBEPILICHCTBYIOTCSI CHUCTEMBbl aBTOPU3ALIMM, BBIYCKAIOTCS HOBBIE IAaTYU
(un¢poBble 3amIaTKH  AJIS MPOTPAMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B momgoOHBIX Wrpax CTOUT omacaTbCsli HE CTOJBKO CBOMX COINEPHHKOB, CKOJBKO KpaXkw
TBOETO TAapoJisi, Ha KOTOPOM OCHOBaHa CUCTEMa aBTOPU3ALUU OOJIBIIIMHCTBA UTP.

OcHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOT'0 aKKAayHTa:

1. Ecimu ngpyroii wurpok Beder ce0s IUIOXO WIH CO3[JaeT Te0e HEMpUSTHOCTH,
3a0JIOKUPYH €ro B CIHCKE UTPOKOB;

2. [Iloxamyiics agMUHHCTpaTOpaM WIpbl Ha IUIOXOE€ IOBEACHHME OTOrO0 HUIPOKA,
JKeJaTelbHO MPUJIOKUTH KaKHe-TO JI0Ka3aTeIbCTBa B BUJI€ CKPUHOB;

3. He ykaspiBaii 1nuHyt0 HHPOpMALUIO B podaiine urpsl;



4. YBaxkall Ipyrux y4acTHUKOB I10 UTPE;

5. He yctanaBnuBaii HeoumaabHpIe TATYH U MOJIBI,

6. Mcnonp3yil ClI0KHBIE U pa3HbIe NapOJIH;

7. Jlaxxe BO BpeMs HUIpPbl HE CTOMT OTKIIOYaTh aHTUBUpYC. [loka ThI wurpaemb, TBOM
KOMITBIOTEP MOTYT 3apa3HTh.

OUIIKHT UK Kpaska JIMYHBIX JaHHBIX

OObI4HOM Kpaxkel JeHer M JIOKYMEHTOB CErofHs YK€ HHUKOTO HE YAWBHIIb, HO C
pa3BUTHEM HWHTEPHET-TEXHOJIOTUH 3JIOYMBINUICHHUKHA TEPEMECTHINCh B HMHTEpPHET, U
IPOJOJDKAIOT 3aHUMAThCA "IMIOOMMBIM" 1€TIOM.

Tak mosBHIach HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WU (DUILMHT, IJIaBHAS LElb
KOTOPOTO COCTOMT B TOJYYE€HHUH  KOH(PHICHIHMATBHBIX JAHHBIX  [OJIb30BaTeNled -
JoruHOB W mapojieii. Ha anrmumiickom s3wike phishing uyntaercs kak ¢umuHr (ot fishing -
pBIOHAs JIOBIIS, password - mapois).

OcCHOBHBIE COBETHI 110 OOPHOE C PUITHHTOM:

1. Crnenu 3a cBoMM akkayHTOM. Ecim Tl MOmO3peBaelib, YTO TBOSI aHKETa OblLia
B3JIOMaHa, TO HEOOXOAUMO 3a0JIOKMPOBATH €€ U COOOIIUThH aIMUHUCTPATOPaM pecypca 00 3ToM
KaK MOKHO CKOpee;

2. Hcnonb3yii Oe3omnacHble BeO-CaliThl, B TOM 4YHCIIe, HHTEPHET-Mara3uHOB M IOUCKOBBIX
CHCTEM;

3. Ucnone3yit  cnoxHble W pa3Hble  mapoiu. Takum  oOpazom, eciaum  TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH ITOIYy4aT JOCTYI TOJBKO K OJTHOMY TBOEMY MPOQHIIIO B CETH,
a He KO BCceM;

4. Ecmm TeOs B3JIOMaIM, TO HEOOXOAWMO TIPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE J100aBlieHbl y TeOsS B JIPy3bsiX, O TOM, YTO TeOs B3JOMaid U, BO3MOXKHO, OT
TBOETO MMEHHU OyJeT pacchLIaThbCs CIIaM M CChUIKU Ha (PUITMHTOBBIEC CAMTHI,

5. YcranoBu HanexHbIi maposb (PIN) Ha MOOMIIBHBIN TenedoH;

6. OTKIIIOYM COXpaHEHHE MapoJisi B Opaysepe;

7. He oTkpbiBaii ¢aitbl U Apyrue BIOKEHHS B MUChMAaX, Ja)K€ €CITU OHU MPUIILTH OT TBOUX
npy3eit. Jlydie yTouyHu y HUX, OTIIPABIISIIN I OHU TeOe 3TH (ailiibl.

udposas penyrarus
[MudppoBast  pemyramust - 3TO HEraTMBHas WJIM TIIO3UTHBHasg MHQOpMAIUs B CETU
o Tebe. Kommnpomerupyromas uHpopmManus, pa3MEIlleHHAass B HWHTEPHETE, MOMKET

Cepbe3HbIM  00pa30M OTpa3UThCS Ha TBOeW peanbHOW ku3HU. "lludposas penyranus”
- 3TO TBOW HMUK, KOTOpBIM (opmupyercs u3 uHGopmauu o Tebe B UHTEPHETE.

TBoe MecTo IKHTENIbCTBA, Y4e€Obl, TBO€ (DMHAHCOBOE TIOJIO)KEHHE, OCOOEHHOCTH
XapakTepa M pacckasbl 0 OJIM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MtHorue MOJIPOCTKH  JIETKOMBICIIEHHO OTHOCATCS K NyOJIMKauuu  JIMYHOU
uHpOpMaLun B lHTepHeTe, He NOHMMas BO3MOXHBIX MHOCIeACTBHHA. Thl gaxe He
CMOJXElIb J0rajgarecsi O TOM, 4TO (oTorpadus, pa3MelleHHas 5 JeT Ha3aj, cTaja NPUIMHON
OTKa3a MpHUHATH TeOs Ha paboTy.

KommenTapuun, pasmemenue TBoux ¢otorpaduili W Apyrue JeHCTBUSL MOTYT He
UCYE3HYTh JaXK€ IOCJIE€ TOro, Kak Thl UX yJaIWIb. Tl HE 3Haellb, KTO COXpPaHWI 3Ty
uH(pOpMallMIo, TIONaja JI OHA B TOMCKOBBIE CHCTEMbl U COXpaHWIACh JIM OHA, a TJIABHOE:
4TO TMOAYMAlOT O Te0de OKpyXalollue JIIOIU, KOTOpble HalayT M yBUIAT 3T0. Hailtn
WH(pOpMAIIMI0O MHOTO JIET CIYCTS CMOMET JIF0OOW - Kak W3 JOOPHIX MOOYXKICHHH, TaK U C
HaMepeHHEM MPUUYUHUTH Bpea. ITO MOXKET OBITh KTO YT'OJHO.

OcHOBHBIE COBETHI 110 3alTUTe HU(PPOBOI pemyTauu:

1. [onymaii, mpexae 4yeM 4YTO-TO MyOJUKOBaTh M IepenaBaTh y ceOst B Oiore wiM B
COIIMAILHOM CETH,

2. B mnactpoiikax npo¢uiis yCTaHOBM OrpaHHYEHHUs Ha TMPOCMOTP TBOETo MNpoQuiIs
U €ro COIEpKUMOro, ClIeJIail ero TOJNbKO "mist apy3eit'”;



3. He pasmemaili u He yKka3pBail wuH(OpManuio, KOTOpas MOXET KOro-iudo
OCKOPOJISATH WM OOMKATh.

ABTOpCKOE IIPaBO

CoBpeMeHHbIE IIKOJBHUKU - aKTUBHBIE I10JIb30BaTeNu LHdpoBoro mpocrpancTBa. OpHako
JaIeK0 HE BCE 3HAIOT, YTO TIOJb30BAaHHE MHOTMMH BO3MOXKHOCTSIMU LH(POBOTO MHUpa
TpeOyeT coOMIOIeHUs IpaB HAa MHTEIIEKTYalbHYIO COOCTBEHHOCTb.

Tepmun "uHTEIUIEKTyalbHast COOCTBEHHOCTh" OTHOCHUTCA K Da3IUYHBIM TBOPEHUSIM
YeJI0OBEYECKOI0 yMa, HAYMHAsl ¢ HOBBIX U300pEeTEeHHH U 3HaKOB, 0003HAYAIOIIMX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIYyTH, W  3aKaH4YMBasg KHHUramu, QororpadusMu, KuHODUIBMAMU U
MY3bIKaJIbHBIMHU IPOU3BEICHUSIMM.

ABTOpCKME TpaBa - 3TO TpaBa Ha HMHTEUIEKTyalbHYI0 COOCTBEHHOCTh Ha
MPOU3BEICHUSI HAyKH, JIUTEPATypbl M HCKYCCTBAa. ABTOpPCKME IIpaBa BBICTYMAlOT B
KayecTBE TapaHTUU  TOTO, YTO HMHTEIUICKTYaJIbHBIA/TBOPUYECKUNA Tpyd aBTOpa He

Oyzer HampacHbIM, JacT €My CIpaBeIMBble BO3MOKHOCTH 3apaloTaTh Ha pe3yJsibTaTax
CBOETO TpyJAa, NOJYYUTh H3BECTHOCTh W TNpu3HaHue. Hukto Oe3 paspemieHuss aBTopa HE
MOJKET BOCIPOM3BOJUTH €r0 MPOM3BEAECHUE, PACHPOCTPAHATH, MYOJIUYHO JIEMOHCTPUPOBATD,
poJaBaTh, UMIIOPTUPOBATH, IycKaTh B  IpOKaT, nyOJIu4HO UCIIOJIHATD,
[IOKa3bIBaTh/UCIIONIHATL B 3¢upe WM pa3Memate B IHTepHere. Hcnonb3oBanue
"TIpaTCKOro" MPOrpaMMHOTO 00ECTIeUeHHsI MOXKET IPUBECTH K MHOTMM PHCKAaM: OT TIOTepH
JAHHBIX K TBOUM aKKayHTaM J0 OJIOKHPOBKM TBOEro YCTPOMCTBa, IJleé YyCTAaHOBJIECHA
HeneranbHas nporpamma. He crouT Taxke 3a0pIBaTh, 4YTO CYILECTBYIOT JI€rajbHbIE MU
OecrutaTHble MPOrpaMMbl, KOTOPbIE MOYKHO HAMTH B CETH.
O noprane

CeteBnuOK.p¢ - TBOM IVIaBHBINA COBETUYHMK B CETH. 37€Ch Thl MOXKEIIb Y3HaTh O 0€30M1aCHOCTH
B CETU MOHATHBIM M  JOCTYIHBIM  SI3bIKOM, a TIIpd BO3HUKHOBEHHHM KPUTHUYECKOM
CUTyallud OOpaTUTBhCS 3a COBETOM. A TaKXe IPUHATh y4acTHE B KOHKYypCax M CTaTh CaMbIM
M (pPOBBIM rpaxkTaHUHOM !



